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1. LOGGINAN/OUT

Point your browser tahe ROCIS website (www.is@ov)to login to the systemReadthe For
Official Use Onlynessageandclick thebutton to proceed

Help Desk:1-866-450-5250

R@CIS.GOV UAT

Welcome to ROCIS

***************************WARN | NG*********************************

This is a U.S.General Services Admini: ion Federal G system that is "FOR OFFICIAL USE ONLY." This
system is subject to itoring. Therefore, no exp: ion of privacy is to be assumed. Individuals found performing
unauthorized activities are subject to disciplinary action including criminal pi

ROCIS will not work properly in Compatibility View for Internet Explorer 11+ users. If you're expenencmg issues
with ROCIS, view the Turning Off Compatibility View Mode in Internet Exp 11 for ions on
how to turn off Compatibility View and clear your internet browser cache in Internet Explorer 11. You may have to
contact your IT support to access these settings.

| have read the message and proceed to login page

Figure 1.1: For Official Use Only Warning Screen

MAX.gov providguser identity authentication servicas ROCI$cluding ID/password

validation, 2-factor authenticationand PIV/CAC card accegdl ROCIS users will need a

MAX.gov account to access ROCIS. If you do not have a MAX.gov account, please rdwster at
MAX.gov website (https://portaiax.gov/portal/home)

Click the Login button on the next screen to verify your identity with MAX.gov.
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R@CIS.GOV UAT

Welcome to ROCIS

The ROCIS login process has integrated with
MAX.gov. All ROCIS users must authenticate
through MAX.gov to gain access to ROCIS.

Help Desk:1-866-450-5250

User Information and How to Guides:
Guidelines for Submission:
Guidelines for Fall Regulatory Plan, Unified Agenda, and EO 13771 Submissions &
Unified Agenda Users:
Regulatory Information Data (RID) Forms and Instructions

ROCIS How to Guide for Agenda Users revised Sept 2017 ‘& &
E.O. 12866 Users:

ROCIS How to Guide for EO 12866 Users revised Sept 2017 & &
E.O. 13771 Users:

LOg in to ROCIS ROCIS How to Guide for EO 13771 Users revised July 2018 ' & &

with MAX.gov

Information Collection Review (ICR) Users:
ROCIS How to guide for PRA Users revised Sept 2017 & &
PRA.digital.gov

Privacy Module Users:

ROCIS How to guide for Privacy Users revised Sept 2017 & &

Training Information:
Unified Agenda & Reg Plan:
Training Dates and Enrollment Procedures 202010
EO 13771, EO 12866, PRA and Privacy:
EO13 EO12 PRA Privacy Training Info 202009

Figure 1.2: Login Screen

Logging in to MAX.gov with your PIV/CAC card satisfies the ROCi&achaitauthentication
requirement. If you login toMAX.gov with your user ID and password, you will be required to
provide a second authentication factor, either using an authenticator app or via text message
on your mobile device.

Contact Us

) MAX.GOV LOGIN

Register For A MAX Account

Manage Password

SIGN IN USING ...

PIV. OR CAC CARD

MAX.GOV USER 1D (2]

User ID

User ID (your email address)

PLUG IN YOUR
PIV/CAC CARD

Password:

Your MAX_ gov Password

[] use Secure+ (Authenticator App or SMS) @

Continue with User ID

Eorgot, Set, or Change Your Password

Continue with PIV/CAC

AAY ACENCV EENEDATEN DADTRIED £

Figure 1.3:MAX.gov Login Screen
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After successfully logging in to MgV, you will be redirected to ROCIS.

Click the arrow fothe Privacymoduleto continue

Help Desk:1-866-450-5250

R@CIS.GOV UAT

Welcome to ROCIS

Help Desk toll free telephone number: 1-866-450-5250. This help desk services all of GSA and Federal
Agencies using GSA applications such as ROCIS. If your question cannot be answered immediately, it
will be referred to the ROCIS technical team. Be sure to document your call number and the name of
your help desk contact for follow-up.

Please select one of the following sub-applications to perform your tasks.

= 2 .
= Privacy [ Admin
Perform Privacy related Perform administrative
tasks. tasks such
as password renewal and
updating user profiles.

Figure 14: ROCIganding Page

Click the Logout link at the top, rightrmer of any ROCIS page to logout of ROCIS.

R@CIS.GOV UAT Login: jbac LOGOUT (3

HOME ADMINISTRATION HELP

280

USERPROFILE RECERTIFICATION EMPLOYEEADMIN AGENCIES

Figure 15: Logout Link

Logging out of ROCIS does not automatically log you out of MAX.gov. You MAX.gov session may

still be active which means that you can log back in to ROCIS without havirgewofygour

identify in MAX.gov.To protect your privacy, close all browser windows when you are finished,
especially if you are using a public computer. By taking these steps, you ensure the security and

privacy of your agency's data in ROCIS.
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On the next seen, click the MAX Logout button to log out of MAX.gov. This will require you to

log back in to MAX.gov before the next time you access R@GER.the ROCIS Login button to
log back in to ROCIS.

Help Desk:1-866-450-5250

R@CIS.GOV UAT

You have successfully logged out of ROCIS.

Your MAX.gov single sign-on session may still be active and you may be able to log back in to ROCIS without verifying your identity on
MAX.gov. To protect your privacy, close all browser windows when you are finished, especially if you are using a public computer. By
taking these steps, you ensure the security and privacy of your agency's data in ROCIS.

Click the VIS RS button to log out from MAX.gov.
Click the ROCIS Login button to log back in to ROCIS.

Figure 16: LogoutScreen
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2. YOURUSEHRPROFILE

Take a moment toeview your user profile Click the Administration tab. Thetick theUser
Profileiconin the Administrationtoolbar. The User Profilpageprovides you a place to view
and update your user information.

Login: jbaez  On Behalf OF. sday1 LOGOUT (+

R@CIS.GOV UAT

HOME AGENDA/REGS EO 13771 PAPERWORK REDUCTION ACT (PRA) ADMINISTRATION
(| "
USER PROFILE
* Denotes Required Field.

IANGE RECERTIFICATION EMFPLOYEE OIRA EMPLOYEE AGENCIES
ADMIN
Personal Information Account Information

S SWORD
prefix | ] Employee Number 133677
* First Name *User Login sday1
MiddleName | | * User Encrypted Password  2kGgumgIC37A
N

Title |

Administration User Profile

User Detail

Agency [ Sub Agency HHS

* Agency |0 0900 HHS [+]

Sub Agency | Search or select

Communications Address
Teiephane. TOD and Fax must contsin exsety 10 digis and can be saperated by (. ], - or s blank.
Such as , 850 590 8638 =nd Street Address | |

[702-431-0838 |Ext|

\
o[ ] ay [ ]

x| ] State [C Search or select [=]
* E-Mail | sday@noemail com | ]

* Selected Roles
AUTHORIZED PAPERWORK CONTACT(APC) - 0900 HHS
AAUTHORIZED PAPERWORK CONTACT(APC) - 0905 PHS
AUTHORIZED PAPERWORK CONTACT(APC) - 0906 HRSA
AUTHORIZED PAPERWORK CONTACT(APC) - 0907 PSC (i)
AUTHORIZED PAPERWORK CONTACT(APC) - 0910 FDA
AUTHORIZED PAPERWORK CONTACT(APC) - 0915 HSA
AUTHORIZED PAPERWORK CONTACT(APC) - 0917 IHS
AUTHORIZED PAPERWORK CONTACT(APC) - 0919 AHRQ (i}
AUTHORIZED PAPERWORK CONTACT(APC) - 0920 CDC
AUTHORIZED PAPERWORK CONTACT(APC) - 0823 TSDR hd

SAVE CANCEL

Figure2.1: User Profile Icon and User Detail Screen

Please verify and make appropriate changes to afgrmation, paying particular attention to
your telephone number and emaild @S &2 dzNJ AYF2NXN I A2y @
bottom of the screen.

Remembeto the User Profile to modify your personal information, such as your phone number

or e-mail address, whenever changes occur.

Your profile will also display the role(s) that have been assigned to your usetistiofAhe
agencyPrivacyroles can be found in Appendi
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To leave the User Profile page, scroll to the bottom and Bligkl @S Q
W/ I yOoOSt Qo CKAA gAfft GIF1S @&2dz ol
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3. USERCONTACTEARCH

The purpose of the Employee Administration screen is to allow ROCIS users to find other ROCIS
users via the sealhccapability. For instance, if you would like to send anoBR@cCIS usemn e
mail, you are ableto searéheé (G KS dzaSNRa F3SyO0esx NRtS I yRk2NJ

R@CIS.GOV UAT Login: joaez  On Behalf OF. abakale LOGOUT

HOME AGENDA/REGS ADMINISTRATION HELP

] © S X m

Home Administration Employee Admin
ROCIS Employee Administration
User ID Last Name

Profile Agency First Name
L Search or select hd
SubAgency Employee Number
1 Search or select hd
Role
} Search or select -
Assigned Role Agency
% Search or select -

Assigned Role SubAgency
), Search or select -

Search Range:

@ Users
7 Contacts

) Both Users and Contacts

SEARCH CREATE A NEW CONTACT
I

No data available in table

Showing 0 to 0 of 0 entries

Figure3.1: Employee Administration Screen

If you are the agen€y8ORN Administrative Contadtisa good idea to periodically check the
authorized users for your agency. Simgiypose the desired role (SSPO, SAC, SP, SPO and/or
SPUpndyour Assigned Role Agency and click the Search hutfahere are people who have
left your agency and still hawgetive accounts, please contact the Help Desk so that the
accounts can be inactivated and locked.

When you have satisfied your ROCIS administrative functions, click émitaeytab to return
to the Created Request List Inbox for Agency users.

4. USERRECERTIFICATION
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Any user acquiring a ROCIS production account sigst security agreement provided by

RISC. The ROCIS systequires that users recertify the terms of the security agreement every

year.

Two weeks b#ore your security agreement anniversatgte, ROCIS will begin to remind you

that you will need to recertify. Thigecertificationiconcan be found under the Admstration

tab.

HOME

Home

ol o )R -

R@C[S_GOV TAT Login: jpaez  On Behalf Of. jmowery

ADMINISTRATION

Administration Recertification

User Recertification

GSArequires that all system users recertify their accounts on a yearly basis. To recertify your ROCIS account, please review the security
requirements below. After you have finished, check the "Confirm” bex and click the "Recertify” button.

ROCIS Security Requirements for System Users

The RISC/OIRA Consolidated Information System (ROCIS) supparts the following informational and review functions

« Preparation by GSA's Regulatory Information Service Center (RISC) of the semiannual "Unified Agenda of Federal Regulatory and
Derequlatory Actions” and the annual "Regulatory Plan,” in accordance with Executive Order 12866 and the Regulatory Flexibility Act;

« Review by OMB's Office of Information and Regulatory Affairs (OIRA) of regulatory actions under Executive Order 12866;

« Review by OMB's Office of Information and Regulatory Affairs (OIRA) of regulatory actions under Executive Order 13771; and

« Review by OIRA of information collections under the Paperwork Reduction Act.

« Review by OIRA of System of Records Notices (SORN) and Matching Agreements (MA)

Each of these functions requires entry and updating of information by autherized users acting on behalf of their respective Federal agencies.

This document contains the principal security requirements that all users of ROCIS shall observe and abide by in connection with their use of the
ROCIS system

Access to ROCIS

Users gain access to ROCIS via an Internet browser. To enter the system, a user must indicate acceptance of the terms of the following warning
notice:

WARNING

This is a U.S. General Services Administration Federal Government computer system that is "FOR OFFICIAL USE ONLY." This system is
subject to monitoring. Therefore, no expectation of privacy is to be assumed. Individuals found perferming unauthorized activities are
subject to disciplinary action including criminal prosecution.”

Other applicable laws include the "Federal Information Security Modernization Act of 2014 (FISMA 2014)", Public Law No: 113-283; the
Computer Security Act of 1987, P.L. 100-235, OMB Circular A-130, Management of Federal Information Resources, Appendix I1l; Security of

Eederal Automated Information Resources: and the Privacy Act 5118 C 5524

LOGOUT

Figure4.1: Recertification Icon in Administration Toolbar

The latestversion of the ROCIS Security Agreement is displayéuedrRecertification screen
After reviewing thepagee OK SO G KS dlitkahg Recawtify QuttanAfter
successfully logging in to MAX.gov, youwemtification anniversary dateill beupdated in
ROCIS

Iy R
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| TavE dCCesSS U SeTsve O proprietary mornTianon 1T ie SySenT
Rules for Behavior

All authorized governmental and contractor users of ROCIS will be responsible for data protection, including maintaining the confidentiality and
integrity of sensitive data from unauthorized or accidental disclosure, misuse, or alteration. Users will be held accountable for their interactions
with ROCIS and its data. Compliance with these rules will be enforced through sanctions commensurate with the level of infraction. For infraction
violations, disciplinary actions may include a verbal or written warning, removal of system access for a specific period of time, reassignment to
other duties, or termination, depending on the severity of the violation.

General Requirements:

Users shall be familiar with the ROCIS security and operational policies and practices and with any corresponding requirements of their
agency. Users must promptly notify GSA-IT, RISC, OIRA and, if appropriate, other Federal agency security personnel, of any security
incident(s) related to ROCIS .

Users must attend ROCIS training and their agency's security instruction as required Users must maintain an awareness of threats to the
ROCIS application, server hardware, or data. Users must maintain familiarity with the functienality and proper use of ROCIS.

ROCIS will track actions of users through audit trails. Individuals will be held accountable for their actions on the system and for any accesses
made with their user names and passwords.

Users shall not upload data into ROCIS from files created on other systems unless they have first been scanned by an antivirus protection
system.

Users shall report security incidents via procedures outlined within the GSA IT Security Procedural Guide: Incident Response, CIO-IT Security-
01-02

Use and Protection of Data:
« Users must access ROCIS only through authorized interfaces
« Users shall not attempt to view, change, or delete data, or to perform any other actions in ROCIS, unless authorized to do so
« Users must control access to their personal computers whenever they are logged into ROCIS. Users should terminate their connections to
ROCIS immediately upon completion of their work in the system and whenever their personal computers will be unattended.

Personally Identifiable Information (Pll)

« DO NOT enter any personally identifiable information (Pll) into ROCIS
« This includes data entered in ROCIS fields and the content of documents uploaded to ROCIS.
« Most ICR data entered and documents uploaded into ROCIS are displayed on Reginfo.gov (public website)

Confirm: [

RECERTIFY CANCEL

Copyright 2020 GSA. All ights reserved

Figure4.2: User Recertification ScreefBottom)

If you do not recertify through the process above BEFORE your anniversary date, ROCIS will
Fdzi2Yl GAOFft&@ &aSYyR @2dz 2 GKS W! aSNJ wSOSNIATA
not recertify, you will be logged out. This process will be repeated untitgmplete the

Recertification process

When you have satisfied your ROCIS administrative functions, click &mitlaeytab to return
to the Privacy module

11 November 16, 2020



ROCIS Howo Guide for Agency Users of the Privacy Module
Regulatory Information Service Center (RISC)

9. AGENCYNBOX AND THNAVIGATIONOOLBAR

At the top of the screen is &b for each of the ROCIS modules you have access to. Each
module has its owset of tabgiconsthat work like dropdown menus. Wave your mouse
cursor over a tab or icon to view menu options. If no options appear, click the talico
navigate to that location.Theserows of tabdiconsarereferred to as the Navigation Toolbar.

ROCIS provides all users with an Inb@aufor tracking the progresBrivacyrequests. The
menu includes different listeach of which is discussedlbw. Wave your mouse cursor over
the Inbox icon in the navigation toolbar to access the various sections:

1. Created Request Listincludes requestthat havebeencreated in ROCIS, but have not been
submitted to OIRAor review. These requests may aldeleted from ROCIS (not reversible,
cannot be recovered).

2. Submitted Request ListIncludes requests that have been submitted to OIRA for review. It also
includes requests that have been opened for amendment by OIRA.

3. Concluded Request Lisincludesrequests for which OIRA has completed their review. Displays
last 30 days of conclusions, by default.

R@CIS.GOV UAT Login: jbaez  On Behali Of ) LoGOUT

ADMINISTRATION

INBOX REQUEST HISTORY

SEARCH

Created Request List Created Request List

Created Request Filter List

Created Request List

Submitted Request List

Submitted Request Filter List FILTER LIST VIEW ALL

R L S

No data available in table

Concluded Request List

Figure5.1: Created Request List with Inbox Menu

You can sort any list lanyof the columrs. The first time a user clicks on the column heaging
the column data is sorted. Cliitkagain to reverséhe sort order.

Each of the lists in your Inbox has a Filter List page. Click the Filter List button on any list to
view the fields that you can filter that list on. For example, you can usedhel@ed EO

Package Filter page to expand the Concluded EO List and display requests concluded more than
30 days ago.
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R@CIS-GOV UAT Login: jpaez  On Behalf Of: aconcannon LOGOUT (C+
HOME PRIVACY ADMINISTRATION HELP
e [0 D D Q
INBOX REQUEST PACKAGE HISTORY SEARCH
Home Privacy Inbox Concluded Request List

Concluded Request List

Criteria: Status=(Concluded); VIEWALL

No data available in table
Showing 0 to 0 of 0 entries

List shows actions that were concluded in the last 30 days.

Copyright 2020 GSA. All rights reserved.

Figure5.2: Concluded Request List with Filter List Button

R@CIS-GOV UAT Login: jpaez  On Behalf Of: aconcannon LOGOUT (C+
HOME PRIVACY ADMINISTRATION HELP
e [0 D D Q
INBOX REQUEST PACKAGE HISTORY SEARCH
Home Privacy Inbox Concluded Request List

Agency Concluded Request List Filter

Date Concluded(mmiddiyyyy) From [ | To |

Review ID I:l

gency [ Search o select -]

Sub |:; Search or select |v‘

Title [ |
IT System | |
Conclusion Action |i’; Search or select ‘v |

Request Type ﬂ

SuBmMIT

Copyright 2020 GSA_ All rights reserved

Figure5.3: Concluded Request List Filter Screen

Each list is didpy in pages with 10 requests per page, by default. Click the View All button on
any list to view all of the requests in that list on one page.

13 November 16, 2020



ROCIS Howo Guide for Agency Users of the Privacy Module
Regulatory Information Service Center (RISC)

R@CIS_GOV UAT Login: jpaez  On Behalf Of aconcannon LOGOUT (=4
HOME PRIVACY ADMINISTRATION HELP
Q@ D D D Q
INBOX REQUEST PACKAGE HISTORY SEARCH
Home Privacy Inbox Concluded Request List

Concluded Request List

Criteria: Status=(Concluded) FILTER LI§

No data available in table
Showing 0 to 0 of 0 entries First

List shows actions that were concluded in the last 30 days.

Copyright 2020 GSA. All rights reserved

Figure5.4: Concluded Request List with View All Button
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6. QREAINGA SORNPACKAGE

WhenyouarereBe (G2 ONBFGS F {hwb t I OhdvigaSohtodbkr2z 2 aS Ww
You will see a drogown list withtwo items,W{ @ a4 SY 2F wSO2 NRa Va2 i OES ya&
I 3NB S Y S y.iSklectha SORMNption by highlighting it with your mouse and leficking

once.

T OMINISTRATION

Created Request List

LLLLLLL

2
2
2
2

500-M201608-00 0912812016 Noble, Janice HUD

Showing 1 to 4 of 4 entries

List shows all requests (No Time Limit)

Figure6.1: SORN Packadeption in Request Menu

You will be presented with a new screen, showing two ways to create a SORN package.
The first option is used when creating a new SORN package with no SORNRela&d ID

The secod option is used when creating a new SORN package related to a previously reviewed
SORN that has already been reviewed by OIRA through the ROCIS system and published in the
CSRSN}f wS3IAaadSNw ¢KS hLw! 02y Ofdzad2y I OliAz2y
WWwSOASGHSR orb 2@ yYyYREYESQWLYLINRLISNI & {dzoYAGOS
choosing this option, a new SORN request will be created for the same agency/subagency as

the related SORN, and many data items from the related SORN request wipibd tuo the

new request.

To discuss all of the data items for a SORN request, the first option will be selected for this
example.

After choosing to create a new SORN package, the screen below will be displayed. Users must
select an agency, a subagernicgppropriate, ancenter a title and abstract.

Whenever ROCIS supplies a drop down list of values from which to choose, there is a small
arrow at the end of the input box. For agency and subagency, ROCIS will displalésethat
the user is authored to access.

Matching sets of upward and downward padmgarrows indicate that the input box allows

scrolling. So, for example, if the abstract entered is greater than can be displayed in the box,
the user can scroll up or down through the text.
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Notice the three buttons underneath the Abstract text area. A user can check spelling of text
items using thé€heck Spellirigutton, save the data entered to date and create a new SORN
request with theWreat&€button, or erase unsaved data with thé&ancefbutton.

HOME PRIVACY ADMINISTRATION HELP

Home Privacy Request System Of Records Notice (SORN)

Create New SORN Package

®  Create a New System of Records Notice (SORN) Request
“Agency: Sub Agency:
2500 HUD - \ 2502 OH

“Title:
User Guide Example

“Abstract:
User guide example abstract.

Y

CHECK SPELLING CREATE CANCEL

Create a new System of Records Notice (SORN) Request Based on a Previously Reviewed and Published SORN

Figure6.2: Create New SORN Package Screen

Il FGSNI 6KS NBIljdzSaid KFra 06SSy adzO00SaafdzZ te& ONBI G
wSljdzSaiQ aONBSyo ¢KS | 3SyOé 2NJ adzol 3Syoe ydzy
unique SORIRevew IDautomatically assigned by ROCIS to this particular request. These items

may not be changed.

AONBSYy Aa I ftAyl @ 0K
21

K 2
dzyh & ManualkK S W! LJt R 52 0dz

I f &2 G
zaa s

Y
KEaG oAt

i K 21LJ 2
f S RAaO

o Uy
c

S
R

All data items marked with an asterisk are required before a request can be submitted to OIRA.
If the item does not have an asterisk, it is optional.
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Figure6.3: Edit SORNRequestScreen
Title and Abstract are required data items. eyhmay be changed on this screen.

Agency Contact is required: This should be the individual that the OIRA desk officer can contact

with any questions about the SORN requdsthe user clicks on the arrow at the end of the

input box, ROCIS will displayist of others from the organizatiadhat have been identified as

contacts in ROCIS previouslfithe name of the appropriate individual appears in the list,

simply highlight the name, and ROCIS will select that person. If the name of the indiwidogl i

Ay GKS fAadz GKS dzaSNJ Oy ONBFGS |+ ySg O2yal O

¢CKS WIRR /2yi0lO0GQ LINRPOS&aa 0S3aAya sAGK |y FRYA
Enter some portion of the name that you want to locate, and tkeh A 01 2y GKS W{ S| N
The search results will be displayed at the bottom of the screen. The persons located are not

limited to Privacycontacts. They represent all types of ROCIS contacts, including those for the
agenda module, the EO Reg Revimadule and thePRAmodule.

If you see the name that you want to add as a contact, click on the name in the search result
portion of the page.
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